Safe, clean drinking water is a foundation of society and water quality monitoring can contribute to ensuring this. A case study application of the CANARY software to historic data from a UK drinking water distribution system is described. Sensitivity studies explored appropriate choice of algorithmic parameter settings for a baseline site, performance was evaluated with artificial events and the system then transferred to all sites. Results are presented for analysis of nine water quality sensors measuring six parameters and deployed in three connected district meter areas (DMAs), fed from a single water source (service reservoir), for a 1 year period and evaluated using comprehensive water utility records with 86% of event clusters successfully correlated to causes (spatially limited to DMA level). False negatives, defined by temporal clusters of water quality complaints in the pilot area not corresponding to detections, were only approximately 25%. It was demonstrated that the software could be configured and applied retrospectively (with potential for future near real time application) to detect various water quality event types (with a wider remit than contamination alone) for further interpretation.
application in WDS to continually measure parameters such as temperature, turbidity, colour, conductivity, pH, dissolved oxygen (DO), free and total chlorine (Aisopou et al. ) .
Problem definition
The need to efficiently manage WDS has highlighted the need to develop asset management tools to assist operators to evaluate the condition of the water distribution area, potential risk of failure, visualise those areas of high risk, and propose repair strategies and prioritise work based on impact and cost. Automated software can provide an intelligent communication interface between the monitoring stations and central control. An event detection system (EDS) is an automated system for analysing data collected from online monitors and alerting operators to unusual conditions based on anomalous readings taken by sensors relative to background normal data. EDSs analysing hydraulic data have been explored by water utilities, for example for burst detection (e.g. Mounce et al. ) . A project called NEPTUNE developed a decision support system (DSS) pilot for hydraulic network management (Morley et al. ) incorporating online data analysis of sensor signals to generate alerts (Mounce & Boxall ) . The next generation of DSS will benefit from water quality and other sensor types, as well as decentralised intelligence within sensors.
Research has shown that many contaminants of possible concern will cause detectable changes in measurable water quality parameters and hence they can act as indicator (surrogate) measurements. Hall et al. () tested the response of several commercially available water quality sensors in the presence of nine different contaminants introduced to a pipe loop in an experimental facility at different concentrations and found that at least one of the surrogate parameters changed in response to the presence of every contaminant. Although security concerns have been a key motivation, water utilities are also seeking additional benefits through improved operational information for other event types (including treatment failures, service reservoir issues, bursts and sensor malfunctions).
This paper describes a case study application of the CANARY software to historic data from a UK distribution system. The emphasis has been on using the EDS in a wider context than contamination detection alone and on full event evaluation using water company information sources. The research presented here is part of the UK multidisciplinary 'Pipe Dreams' project (http://www.sheffield.ac. uk/pipedreams).
CANARY
Contamination warning systems (CWSs) have been proposed as a promising approach for reducing the risks associated with contamination of drinking water by early detection and management (AWWA ). A CWS can include various approaches to monitoring including water quality sensor deployment in the distribution system, spot sampling and laboratory analysis, and customer complaint (contact) monitoring programmes (it could be argued that customers are in one sense the best sensors but this is no longer acceptable). The US Environmental Protection Agency (EPA) has been deploying and evaluating CWSs at a series of drinking water utilities since 2006 (Skadsen et al. ) . Outputs from this have been tools and strategies for applying an EDS as part of a CWS, and one of these is CANARY (Hart & McKenna ) .
CANARY is an open source software platform for EDSs which can be used online to monitor and analyse data from available water quality sensors. CANARY can read in supervisory control and data acquisition (SCADA) data (water quality signals and possibly operations data), perform an analysis in near real-time and then return the evaluated probability of a water quality event occurring at the current time step. CANARY uses statistical and mathematical algorithms to identify the onset of periods of anomalous water quality data, while at the same time 
CASE STUDY
In this section, one sensor is selected for use in determining appropriate algorithmic parameter values through sensitivity studies. The performance is then assessed via the addition of artificial events to the baseline file. Finally, the system is transferred to all available sensors to perform a full evaluation using additional information sources. This is based on the assumption that, for the same make of sensor, measuring the same parameters in a relatively close geographical proximity, with a single water source, the use of one set of parameters derived by sensitivity analysis should be reasonable. MVNN was selected for this study as EPA () concluded from extensive testing that the difference between it and other statistical algorithms is minimal. 
Performance evaluation with artificial events
Contaminants may affect water quality signals but their signals are difficult to distinguish from the background noise.
Data quality over a 1 year period in a live system may be patchy and prone to hardware errors. Reliable and accurate reporting cannot be taken for granted, and complete operational information is often not available. To evaluate the performance of an EDS with respect to false negatives, it is necessary to have a water quality data set that contains actual events. Hence, simulated events with known lifetime were added to logged data in order to quantify performance. Synthetic patterns were added to baseline normal data to assess and benchmark performance. The simulated events change the water quality by adding a deviation to the background. A similar technique was adopted to that used in EPA ():
where Z E (t) is the event modified water quality value at time t, Z 0 (t) is the original background water quality at that time step, E ind is an event indicator between zero and one during an event or zero otherwise, e defines a decrease/increase in the parameter in response to some event, and E max is a coefficient applied to σ z (standard deviation of the data stream). 
Results of transferability to full evaluation
The parameters derived in the sensitivity studies for the MVNN with BED algorithm were applied to the analysis of all available sensors. It was decided to increase the MVNN window size to 2 days (576) Sources of information for the evaluation when correlating with events included the following:
• CC database (customer reports of discolouration, milky water or taste/odour problems).
• WMS record of main repairs database.
• DMA inlet flows where available for confirmation of bursts. Actual responses are configuration dependent as it is known that system hydraulics are significant in determining the magnitude of potential discolouration (Husband & Boxall ) .
Event clusters for all nine sensors were evaluated using the additional information sources. Correlating these events to causes was achieved spatially (at DMA level only) and temporally (with at most 1 day proximity) with the DMA flow and pressure data providing further corroboration of cause timings. The system successfully detected real world incidents over the 1 year period including correlation with • Burst/repair or flow -correlates to burst main repair or large flow, sometimes with CCs.
• CCs (multiple) -correlates to more than one customer report of discolouration, milky water or taste/odour.
• Unknown event -a significant change across multiple parameters determined by visual inspection of time series but with no correlation by available information sources.
• Sensor failure -sensor problems and data corruption.
• Ghosts -no obvious defined change determined by visual inspection of time series, but can include drift and minor deviation. A WDS is a complex non-linear reactor subject to a large degree of uncertainty and additionally data quality can be limited for operational records that are generally available for this type of evaluation. Further work could explore both temporal and spatial relationships through improved model and geographic information system (GIS) integration. Furness et al. () describe an integrated network model constructed from CC data sets regarding water quality, maintenance records and network hydraulics.
CANARY detects anomalies from baseline data and does not attempt to provide an indication of the cause of the anomaly; however, relative contributing parameters for a particular detection could be formalised into fuzzy system inputs to provide indicative event type classification.
Future work will explore online application of CANARY for state of the art sensors. In particular, the combination of a wider range of water quality parameters as well as hydraulic parameters on a single sensor will facilitate incorporation of pattern matching and development of a fuzzy logic 'event fingerprint' interpretation system over multiple parameters. 
CONCLUSIONS
There is increasing interest in the use of online water quality monitoring and quality alert generation as indicators of contamination events (intentional or accidental), as well as for helping to identify other types of network event. This study has investigated the use of the CANARY EDS within a sizeable historic water quality data set for a UK field validation case study. Parameters analysed were water temperature, pH, dissolved oxygen, conductivity, turbidity and pressure. Access to water utility records has allowed a comprehensive evaluation (spatially limited to DMA level) of detections, with a wider event remit than purely contamination, resulting in only 14%
of event clusters unexplained (ghosts). False negatives, defined by temporal clusters of water quality CCs in the pilot area not corresponding to detections, were only approximately 25%.
